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SCADA and Live Pattern Matching

By Steve Mustard

upervisory Control and Data
Acquisition (SCADA) has been
used for the past 40 years to
monitor and control utility
networks and manufacturing
processes, and provide real-time informa-
tion on networks to allow timely reactive
responses to be made to incidents.
Experienced operations staff can
identify complex situations based on

_ information provided by SCADA systems,

and systems are in place elsewhere to
ensure prompt reaction to these situations.
Predicting the occurrence of complex
situations would allow a more proactive
approach to network management. There
are now methods to predict such situa-
tions, based on the automatic recognition
of patterns in data supplied from SCADA
and other data systems.

This paper considers methods for
using pattern recognition on live data to
create a proactive network management
methodology.

Introduction

Water companies are constantly challenged
to meet, or exceed, ever-increasing regula-
tory requirements with fewer and fewer
staff.

Technology and technical solutions
have improved greatly over the past few
years, and these already help the water
companies in their challenges.

Pattern matching is widely used in
image and signal processing, as a means of
automatically identifying actual or poten-
tial events or features.

The combination of such techniques
with other utility systems could help to
provide a comprehensive solution for pro-
active management of water networks.
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Network management systems provide critical information.

Improvements in SCADA
The utility industry uses SCADA, also
known as telemetry, as a fundamental
component of their operations. Network
management systems provide the water
utility with critical information on the
status of the network components and
allow the network operators to effectively
manage the treatment and distribution of
clean and waste water. A typical wide-area
SCADA system will cover a very large part
of a water company’s operational network.
Originally based on meeting safety
requirements (such as alerting a control
room when a level is too high or low)
SCADA systems are now also used to col-
lect performance information on their net-
work assets, such as the number of hours a
pump or motor has been running for.
Water companies are becoming more
proactive in the use of this performance
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data. For instance, with information on
how many hours a pump or motor has run
for, a maintenance manager can optimize
maintenance based on how heavily equip-
ment is used, which has an additional ben-
efit that unscheduled outages are reduced.

The Increasing Challenges
for Water Companies
‘Water companies have made huge steps
to improve drinking water quality, reduce
losses through leakage, and reduce inci-
dents such as sewage spills. However, the
regulatory bodies continue to press the
companies concerned for improvements,
and these demands present some signifi-
cant challenges. These challenges all incor-
porate a number of themes:

+ To identify potential issues before

they become real problems

» To schedule remedial work in a
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Figure 1. Collecting network information effectively in real time
requires devices that can operate at low-power and with wireless

communications.

timely manner in order to rectify un-

derlying causes

+ To learn from potential and real situ-

ations so as to improve the ability to

identify potential issues

For example, the objective of mini-
mizing the number of incidents of sewer
flooding and overall to reduce the number
of properties at risk of sewer flooding, a
water company must be able to:

+ Collect real-time sewer network in-

formation such as level and flow

+ Relate this real-time information to

a network model or other heuristic

information, in order to determine

points in the network that require ur-

gent remedial work

+ Coordinate field teams to rectify the

work in the required timescale and

identify that the work is complete and

the issue is resolved

+ Have a high-level view of their

achievement of regulatory compliance

The collection of real-time network
data in a cost-effective manner may often
require the use of battery-powered devices
with wireless (usually GSM) communica-
tions, as otherwise it is either too expen-
sive or impractical (for instance, to install
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Figure 2. In order to meet the challenges of managing field work, water
companies need to ensure the field force can receive work orders and

view key information remotely using wireless communications technology.

mains power and communications links),
or inadequate (for instance, logging data
locally and collecting it manually will not
provide true real-time status).

Most water companies will have a hy-
draulic model of their clean and wastewa-
ter networks. Real-time information can be
applied to this model, in order to identify
areas where there are potential issues. Tra-
ditionally this is an offline process, taking
place periodically, with intervals anywhere
between four hours and one month. In
order to meet the challenges laid down by
the water regulators, methods are required
that can provide reliable information in
real time or near real time.

Once potential problems are identi-
fied, the water company has another issue,
to ensure that field teams are issued with
appropriate work instructions and tasked
with completing work in a timescale neces-
sary to avoid an incident. Water companies
already face a real challenge to ensure all
maintenance and remedial work is planned
and completed effectively. Work Manage-
ment Systems, together with automatic
Field Force Scheduling and Optimization
Systems are widely available and com-
monly used by water companies to manage

their field operations.

Finally, the task of monitoring regula-
tory compliance is a significant one, con-
suming large amounts of time and effort
for a typical water company. The provision
of information in a “management dash-
board” style is becoming increasingly com-
mon. The aim is to provide the Key Per-
formance Indicators (KPIs) that managers
need to monitor in an easy-to-understand
form so that the current situation is clearly
understood and important decisions can
be made quickly.

Pattern Matching to

Identify Situations

The use of pattern matching is not new
and has been successfully applied using
signal and image processingto a very
wide range of scenarios, such as to speech
recognition (recognizing words based on
patterns in speech signals), automated
manufacturing (detecting faults in manu-
factured product by comparing an image
of a good unit with those being made and
highlighting differences), and submarine
detection (detecting types of submarine
from the specific type of noise given off by
their different engines).

WATER EFFICIENCY | 49




3‘ IRE Hierarchy - Navigation

Wallace Strumad, Overall Raw Water Manager

i+ Barton High Level

i=l Barton Low Level
0
L1 Barton White Cross St
i1 Barton Pasture Rd

i# Bassingthorpe

1+ Beelsby / Caistor

4 Belmont

# Bourne

i+l Burnham / Killingholme

i# Castle Bytham >

Results {Multi Site)

(.} Real Date
3 Time
{105 Name
(-] Point Name
2} Valoe

(] Derivation

Total Value

j f::;t = IRE Rain Gauge Data - (Daily Rainfall in mm)
i+ Ruthamford Manager: Stephen Jones Level: Multi Parent: Barton Low Level
[= Lincolnshire
i+ Ashby WT .
# Barnoldby Le Beck Rainfall Catchment Abstraction

B OSMOTHERLEY_RNG_M3P

I LANGSETT_RNG_M3P
GTWALDENEDGE_RNG_M3P
REDMIRES_RNG_M3P

B BLACKMOORFT_RNG_M3P

B SCAR_HOUSE RNG_M3P

0S Name

Figure 3. A typical dashboard-style report showing key performance indicators in a simple form to enable rapid decision-making

There are many methods and algorithms for pattern match-
ing, but in principle they all follow the same approach: to identify
particular situations (or syndromes) by analysis of data from
one or more sources. Most pattern-matching methods apply the
process of self-learning, so that for increasing data analysis the
accuracy of the analysis increases.

The benefit of analyzing data is that it can be done automat-
ically using computer processing. This greatly reduces the time
taken to complete the analysis and also increases the accuracy of
the results.

The potential disadvantage of an automated approach is that
it is entirely dependent on the accuracy of the rules provided in
the first place. However, if a self-learning solution is used then
with sufficient data input then the analysis results will continu-
ally improve.

Proactive Network Management

To achieve the level of proactive network management necessary
to comply with the increasing regulations from the regulatory
bodies it is essential that water companies integrate their key sys-
tems together to provide an integrated view as shown in Figure 4.

In this approach, real-time network status is provided to the
water company control room as normal. In addition, this data is
combined with metrological data as inputs to a pattern-matching
engine that will compare the current data to identified syndromes
and raise alarms to the SCADA system if syndromes indicating
problems or potential problems are detected.

Based on information from the SCADA system, the Control
Room will raise work orders automatically or manually and these
work orders will be scheduled and optimized accordingly before
being issued to the field force. Information relating to KPIs will be
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Figure 4. An integrated approach for proactive network management

made available to management users and this will show an up-to-
date view of the status of regulatory compliance.

A Real-world Example
The following example has been modified to retain the anonymity
of the client involved. )

In this example, a process takes a number of inputs-of raw
materials and produces a number of discrete outputs of product.
An incident occurred whereby one of the outputs of the process
was damaged and a significant loss of product resulted. This was
identified after it occurred and rectified.

Furthermore, by using the real data and identifying the
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Figure 6. (Above) Simplified overview of the process. After the

event the data from the SCADA system was analyzed.

Figure 7. (Right) Analysis of the SCADA data for the process shows
a distinct change in characteristics two days prior to the event.
Had some form of automated pattern matching been in operation,
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resulting event, it would be possible to identify future circum-
stances that match the pattern and thus indicate another potential
occurrence of the same event.

Summary

An approach to the proactive management of networks has been
considered. This approach integrates the existing utility systems
such 2s SCADA and Work Management with information from
other sources such as metrological data, and uses pattern-matching
techniques to look for syndromes or potential events occurring in
the network that require remedial work and automatically schedule
field engineers to perform the work required before an incident

occurs. With sufficient self-learning, the integrated system should
improve its ability to identify potential problems, and water com-
panies will be able to schedule remedial work in a timely manner,
thus greatly reducing the number of unplanned incidents. we

Steve Mustard is the president and CEO of auZmation, and can be
reached at steve.mustard@au2mation.com.
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